UAB TELTONIKA NETWORKS
@TELTONIKA K. Bar$ausko st. 66, LT-51436, Kaunas, Lithuania

Tel. +370 37 21 6110
info@teltonika.lt

DECLARATION OF SOFTWARE SECURITY

23" of January, 2025

Kaunas
Manufacturer: TELTONIKA NETWORKS UAB
Manufacturer Address: K. Barsausko st. 66, LT-51436, Kaunas, Lithuania
Product Name: RMS (Application and external IT infrastructure)

TELTONIKA NETWORKS UAB hereby confirms that the RMS Web application and External
RMS Infrastructure was tested by the NetSPI.

RMS Web application was tested by NetSPI consultants who used combination of automated
tools and manual penetration testing processes to identify missing, broken, and improperly used
application security controls. NetSPI security consultants attempted to penetrate or circumvent
existing security mechanisms by using tools, exploit scripts, and techniques that are like those used
by attackers. The testing targets common vulnerabilities, including the OWASP Top Ten
(http://www.owasp.org) and other flaws typical of similar applications. Testing confirmed that
vulnerabilities of the following severities were remediated:

e 3 low severity vulnerabilities

External RMS Infrastructure was also tested by NetSPI consultants with an attempt to gain
unauthorized access to high value systems, applications, and sensitive information and to identify
common security issues that could adversely affect the confidentiality, integrity, or availability of
UAB TELTONIKA NETWORKS systems and data. Multiple commercial and open-source
security tools, custom scripts, and manual techniques to scan for, identify, and exploit
vulnerabilities within the systems and devices were used. Testing confirmed that vulnerabilities of
the following severities were remediated:

e 1 high severity vulnerability
e 3 medium severity vulnerabilities
e 1 low severity vulnerability
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Data on the company is collected and stored in the Register of Legal Entities of the Republic of Lithuania.
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Tel. +370 37 21 6110
info@teltonika.lt
Original test dates:

e RMS Web application: between August 26, 2024, and August 30, 2024
e External RMS Infrastructure: between August 19, 2024 and August 23, 2024

Retest dates:

e RMS Web application: January 09, 2025
e External RMS Infrastructure: January 09, 2025

Test reports No:
e RMS Web application:
Teltonika 2024 WAPen RMS Service ID 1757386 Remediation-Report-V3 2
e External RMS Infrastructure:
Teltonika 2024 ExPen RMS Service ID 1757388 Remediation V0.1 2
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