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2025.02.25: Mobile and 1/0 POST/GET Service Removal with Rut0S 7.14

With the r elease of RutOS version 7.14, support for the RUT142 POST/GET service will be discontinued to enhance
security while maintaining device functionality through alternative methods.

PCN Number: PCN_RUTOS 7.14_POST_GET_Removal_RUT142_2025_02_25_EN

Change description
Change type Firmware change

With the introduction of RutOS 7.14, the Mobile POST/GET and I/0 POST/GET services will
be removed from the firmware and will no longer be available in the package manager.
These legacy services had security concerns, and their removal ensures a more robust
security framework for the device. However, users will still be able to achieve the same
functionalities using the device's API, which provides a more secure and efficient way to
interact with the system.

Detailed description

e Enhanced Security: Removing these services mitigates potential security risks and
improves overall system integrity.

e Improved API Support: Users can leverage the API for secure and flexible data handling
without relying on deprecated methods.

e The change aligns with modern security protocols and best practices in remote device
management.

Change reasons

Affected products information

Model Affected order codes Order code changes
RUT142 RUT142 *#***** No changes
Upcoming change date | 2025 Q2, with the release of RutOS 7.14

Change impact

e Clients using Mobile POST/GET and I/0 POST/GET services will need to
transition to API-based methods.

e Some automation processes relying on these legacy services may require
reconfiguration

e APl documentation and support resources will be available to facilitate a
smooth transition.

Risk assessment

e Test APl-based interactions before the transition to ensure compatibility.

¢ Review the APl documentation: https://developers.teltonika-networks.com/

Suggested implementation plan
Information included in this PCN will help adapt to the upcoming changes. For

more detailed information, please contact your sales representative.

Acknowledgement of PCN receipt

If no feedback is received within two weeks after the issue date of this notification - Teltonika may accept that this
change has been tacitly accepted and can implement the change as indicated above.

Registration code 305579419 Swedbank AB www.teltonika-networks.com

VAT number LT100013223510 LT78 7300 0101 6274 0111
S.W.LF.T. HABALT22
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Data on the company is collected and stored in the Register of Legal Entities of the Republic of Lithuania.
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